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Continuous Controls Monitoring

* The need for continuous controls monitoring
* Conceptual model for continuous controls monitoring

* Types of controls that can be continuously monitored
through technology

* Methodology for automated continuous controls
monitoring

* Practical implementation 1ssues
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The Need for
Continuous Controls Monitoring

e Continuous monitoring and auditing
— Discussed for many years
— Progress made — but limited

* Regulatory Compliance now driving the need

— How to efficiently and cost effectively sustain controls
assessment and testing efforts?

— How to know on a timely basis when control deficiencies
occur?

— How to quantify the impact of control deficiencies?
— How to improve effectiveness of controls
— How to gain assurance over effectiveness of controls
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Model for

Continuous Monitoring of Controls
 Identify the control rule for each internal control point (using
COSO framework)

« Establish tests that, using transactional data analysis,
will validate each control rule

 Establish tests that will identify suspect transactions,
using transactional profiling techniques

* Subject all transactions to a suite of tests on a regular, timely basis
 Identify all transactions that fail the tests
* Notify the appropriate personnel

« Investigate any transactions that fail and, as appropriate,
— Correct the transactions
— Correct the control problem
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Continuous Monitoring Model
333

Transactional Data

Access transactional data from disparate sources

. Test transactional data against established internal control
Controls & Compliance . 2
Rules rules (COSO-based) and transactional profiles

— T

Immediate notification of
critical exposures

Historical and
statistical transactional
profiling

Transactions detailed
for further analysis

\ 4
Management & Audit Action

Investigations, recoveries, and
improved controls and procedures
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The Result

e Timely determination whether controls 1n application
and financial reporting systems are operating effectively

« Rapid i1dentification of specific deficiencies
and anomalies

* Independent assurance of integrity of transactions
processed by business application systems

* An additional layer of control
* Reduction in costs and revenue leakage

* Improved efficiency and effectiveness of
regulatory assessments

* Quantification of control deficiencies
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Continuous Controls Monitoring:
Management 1s Responsible

MANAGEMENT’'S RESPONSIBILITY AUDITORS' RESPONSIBILITY

Controls Infrastructure

Continuous Controls Monitoring
Framework

Management and audit are both stakeholders in
Continuous Controls Monitoring.
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Total Cost to Organization

=1/

Cost/Benefits of Controls

Cost to Company
Resulting from
Poor Controls

Optimal
Balance of
Controls

Costs of
Implementing and
Maintaining
Controls

Level of Controls

100%
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ROI for Continuous Controls Monitoring

Total Cost to Organization

$

Cost to Company Costs _of
Resulting from Implementing and
Poor Controls Maintaining
Controls
Optimal
Balance of

Controls

Level of Controls 100%
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Automation of Controls Testing

What types of controls and deficiencies can be tested
through automated continuous monitoring?

e Any control or breakdown that can be evidenced through
computerized data e.g.:
— Business process financial controls
— Segregation of Duties
— I.S. security controls
— Application control settings / ERP configuration
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Functional Requirements of a Continuous
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s Monitoring Framework

« Able to access and normalise disparate data
from across the enterprise

« Offer comprehensive range of tests to effectively address

control points

* Provide timely testing of data and reporting of results

e Handle large trans

actional volumes with no negative

impact on operational system performance

e Provide variable p

arameters for tests

 Manage alert notifications

* Security

* Ability to view and manage results
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Implementation Challenges

* Timely data access

 Minimizing impact on systems’ operational performance
e Defining appropriate analytics

» Setting appropriate thresholds for exceptions

« Developing suitable scoring / weighting mechanism
to prioritise exceptions

 Management of results
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Automation of Controls Testing

e Must be possible to define rule of a control, e.g.:

— 1nvoice payment should not be entered and approved by same
person

— payments >$X must be approved by Y
— 1nventory 1items shipped must be matched by invoice details

— ERP application control for duplicate payments should be set
on

e Or, indicators of control breaches need to be able to be
established, e.g.:
— Transactions that fall outside of statistical norms
— Profile/trend analysis
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Methodology for Continuous Controls Monitoring

Process

Overview

e Define High Level Overview
— Business process flow chart outlines entire business cycle
— Key activities are 1dentified for each business process
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Methodology for Continuous Controls Monitoring

 Identify key risks and control objectives
for each activity
— Accuracy
— Authorization
— Completeness
— Validity
— Efficiency and Effectiveness
— Segregation of Duties
— Regulatory Compliance
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Methodology for Continuous Controls Monitoring

Test
Development

» Control objectives translated into test
analytic objectives

» Test details designed and developed into
specific analytics
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Detfine Business Process Overview

Purchase-to-Payment Cycle: Activities

1) Vendor Maintenance 2) Requisitions 3) Purchase
e Create e Entry / Create e Entry / Create
o Modify e Approve e Approve
e Delete —* e Order Goods > o Order Goods
e Employees e Adjustments e Adjustments
5) Payables
e Entry / Create
4) Receiving e Approve / Post 6) Payments
e Entry / Create e Adjustments ¢ Generate
__, e Approve e Matching 5 e Distribute
e Matching e Create Pmt Vouchers « Void

e Approve Pmt Vouchers
¢ Setup Recurring Vouchers
e Approve Recurring Vouchers



CACS 2005 comoence

fYF”’f{"]é M7, ﬁ;f W
tniormarion
/ i
Associatior

7 ®

7
/

Systems

‘4 J
]
ONnirol

Define Control Objectives | puhs

e Approve
e Order Goods
e Adjustments

e Entry / Create

Activity Control Objective Assertion
Create Purchase Order To ensure all critical data is captured. Completeness
To ensure all data entered is valid. Validity
To ensure that only approved PO’s are issued. Authorization
To ensure PQO’s are only entered once. Accuracy
To ensure that PO’s are within approved Authorization
employee purchasing limits
To ensure no purchases are made from companies or
individuals listed on OFAC terrorist lists Regulatory
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Perform Risk / Impact Ranking

Purchase

e Entry / Create
e Approve

¢ Order Goods
¢ Adjustments

Control
Risk Business Overall
Activity Control Objective Transactional Ranking Impact (e*f)
Create Purchase Order | To ensure all critical data is captured.
To ensure all data entered is valid. Y 3 3
To ensure that only approved
. Y 3 3
purchases are issued.
To ensure PO’s are only entered once.
Y 2 3
To ensure that PO’s are within
approved employee purchasing Y 2 3
limits
To ensure no purchases are made
from companies or individuals listed on Y 3 3
OFAC terrorist lists
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Overview — example Continuous Monitoring model

Windows Scheduler | Windows Scheduler |
or Other Start or Other Start
| |
DATA CAPTURE CM Tesis
ACL program ACL program
- Buildsfexecutes For each of the ERP modules,
Table Imports performs a suite of tests
- Tags the imported data. AP —test] ~ Result Emailed
with Date/Time starmnp teste —p :F;}r action |
- Saves new Masterfiles efe. s ;
- Accumulates AR — test]
Transaction datafiles ghe.
- Snapshots of GL - testl
Masterfiles to
maintain change Pagroll - test]
histories
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Example of Accounts Payable Test Summary - Click on AP_TestName to drill through

i8) CCM_Demonstration.ACL - ACL Yersion 8 4 |E’ |£|

J File Edit Data Analyze Sampling  Applications  Tools  Server  Window  Help

AB4EBAGEAETINO|4LOA FMML YT

' M [TT] 4P_Test_Transactions || Classify ""| 4 b X

[=

D"Hj _Data Rhs of: FOOE09LE 13:56:11
= ‘\“_"] GP_Companies
: E""{_I HOTRS Command: CLASSTFY ON AT TestMName SUBTOTAL SUETOTAL TO SCEEEN
- |_| KELEC Table: AP Test Transactions
43 TEST

i 43 TEST _AP_Impork

1 TEST_AP_MasterFiles | AP TestName | Count |Percent of -Enunt |Percent oF .Field| SUBTOTAL
= a TEST AP TestResults —
f _____ [l AP_Test_Transactions |pu Paszed all Tests | 8,'?88| 56.72% | 87.52% |54,9D8,DSZ.3?DDD
----- {7 TEST_AR_Import |Hndified Purchaze Order | 40 | 0.39% | 0.47% | 293, 04842000
(1 TEST_AR_MasterFiles |Purchase Drder 1= Invoice Pricing | 3?1| 5. 664 | 2. 974 | 1,858 962 64000
{1 TEST_AR_TestResults
JJ TEST_GL_Import |W| 2333 | FOZ9% | Z.19% | 1,368,948 53000
: (7] TEST_GL_MasterFiles |sp11t Purchase Order | 132 | 1.31% | 1.21% | 754 53170000
faia (0 TEST_GL TestResuts |Stale Purchaze Order | 450 | 4.443% | 5.13% | 3,208,812, 22000
u Parameters
EIS.I _Seripts |1lnaut.hurised Purchase Order | 139 | 0.19% | 0.21% | 131,187.21000
' """ = _AutoStart |Tutal_s |1|:|,1:34| 100% | 100% |62,523,5?3.?DDDD
|5 _UserStart
{:] Bdrnin

E{:I Import

E!l':l ModTests

E ®-_] Subroutires

""" @ ZCM_Demanskration

E‘"E, Log_050905_133735_Auto
Elz". Log_050905_133940_Auto
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Example of a Drill Through to a Test Record Subset

i} CCM_Demonstration.ACL - ACL Yersion 8 == xl

B :Emm 7

] File Edit Data Analyze Sampling Applications  Tools  Server  Window  Help

| asGameS oNS| erMPITED/LU20 TN aEM

T‘ [TT] AP_Test_Transactions ||:| Classify 4 | 4 Box
B Filter: Index:
LI I[None] LI
AP TestName PONUMEEE. ['ATUS | TGEP [YPE ITSERZENT CONFIEML DOCDATE LETEDTDT LETPET.
Sz00 SJame Creator and Authoriser for PO O0z98s0 = 1 1l |sreeve sharmon reewve 20050406 20050406 200504 o]
9201 Same Creator and duthoriser for PO 0029966 =2 1 l|sreewve shannon reewve 20050406 20050406 200504__
SE0= SGame Creator and Authoriser for PO 0030119 = 1 1|areeve shanhoh reewve 20050405 20050405 200504
9203 Same Creator and duthoriser for PO a030934 2 1 1 |bmathison Briony 20050317 20050317 200504
9204 SGame Creator and Authoriser for PO 0030945 = 1 1 |sreeve Sharmon Reewe 20050316 200503515 200504
Q205 Same Creator and tuathoriser for PO a030947 2 1 1 \bmathison Briony 20050317 20050317 200504
SE06 SGame Creator and Authoriser for PO 0030962 = 1 1 bmathison Briony 2005031? 200503517 200504
9207 Same Creator and duthoriser for PO 0030965 2 1 1 |sreewve Shannon Reewe 20050316 |20050315 200504
az0§ Jame Creator and Aduthoriser for PO 0030968 2 1 l|sreeve Shannon Reewe 20050316 20050318 200504
2zZ09 Same Creator and Aduthoriser for PO 0030971 2 1 l|sreeve SHarmmon Reewe 20050316 20050318 200504
S8Z10 Same Creator and Aduthoriser for PO 0030972 2 1 l|sreeve Shannon Reewe 20050316 20050318 200504
9211 Same Creator and Authoriser for PO a030930 2 1 1l [bmathison EBriony 20050317 20050317 200504
S9zZl= SGame Creator and Authoriser for PO 0030991 = 1 1 |bmathison Briony 20050317 20050317 200504
9213 Same Creator and uathoriser for PO ao03looz 2 1 1 |[bmathison Briony 20050317 20050317 200504
9Z14 SGame Creator and Authoriser for PO O031005 = 1 1 bmathison Briony 20050317 200503517 2005021
9215 Same Creator and tuthoriser for PO ao31009 = 1 1 (bmathison Briony 20050317 20050317 200504
9216 SGame Creator and Authoriser for PO 0031017 = 1 1 |bmathison Briony 20050315 200503515 200504
2217 Same Creator and duthoriser for PO 0031032 =2 1 l|sreewve Shatmon Reewe 20050318 20050318 200504
Q218 SJame Creator and Authoriser for PO 0031041 Z 1 1 |bmathison Briony 20050315 200503518 Z00504
9219 Jame Creator and authoriser for PO O031043 = 1 1l |bmathison Eriony 20050315 20050315 200504
9zZz0 Same Creator and Aduthoriser for PO 0031091 2 1 l|sreeve Shannon Reewe 20050321 20050321 200504
Q9221 Jame Creator and authoriser for PO O03109a6 = 1 1l |bmathison Eriony 20050321 20050321 200504
QZZ2 SJame Creator and Authoriser for PO 0031101 = 1 l|sreeve Shannon Heewve 20050321 200503£1 200504
Q223 Same Creator and Authoriser for PO o031llz 2 1 1l|sreeve Shannon Reewve 20050321 Z0050414 Z00504
9224 SGame Creator and authoriser for PO 0031113 z 1 1l |sreeve Shannon Reewe 200350321 20050414 200504
9225 Same Creator and tuthoriser for PO O031130 2 1 1 [bmathison Eriony 20050322 20050407 200504
SEE6 SGame Creator and Authoriser for PO 00311351 = 1 1 |sreeve Shannon Reewe 20050322 20050322 2005041
9227 Same Creator and duthoriser for PO 0031136 2 1 l|sreewve Shannon Reewe 20050322 20050415 200504
S9Z228 SGame Creator and Authoriser for PO 0031146 = 1 1|sreeve SHANNON EEEVE 20050322 20050415 200504
9z=9 Same Creator and duthoriser for PO 0031176 2 1 l|sreewve Shanmon Reewe 20050323 20050407 200504
9E30 SJame Creator and Authoriser for PO 0031195 = 1 1l |sreeve Shannon Heewe 20050323 20050414 200504
9zZ31 Same Creator and Aduthoriser for PO 0031196 2 1 l|sreeve Shannon Reewe 20050323 20050415 200504
9232 Fame Creator and Aduthoriser for PO 0031198 2] 1 1l |sreeve Shannon Reewve Z0050323 |20050415 200504
-J_rl ‘n':":': Fama Crostor smd dnthoriscr fox DO lan=12nes =1 1 [ P p—— Fharmon Daarrs FnnEnNT7R [2anEnare onnl:zl_‘
i a

|P.P_Test_TransactiDns |?,|'1EI_. 134 |G||:||:|a| Filter: (AP_TestMame = "Same Creator and Authoriser for PO ") 2
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Compliance Business

Requirements Continuous Performance

mpliance readiness Optlmlzatl(.)n.
. . *Revenue maximi

talnablllty C 0 ntrols

duced time for *Operational ef

eporting/signoff Monitoring

*Streamlined external
audit review

*Profit maximiza

*Fraud reduction

Good Governance is Good Business


The results of these best practices can place an effective controls framework at the heart of financial and operational success…

And this can enable: 

compliance readiness and sustainability, 
streamlining of the external audit review process, 
and better positioning organizations for the reduced time now allotted for financial reporting and signoff

At the same time, there are immediate opportunities to:
Reduce operational costs, enhance expense controls, maximize recoveries and revenue assurance
Decrease the risk of fraud
Lower costs across the organization, 
and lower costs associated with auditing and controls testing, while increasing audit coverage and productivity.

<<CLICK>>
It’s an excellent time for Audit to seize the opportunity to demonstrate that good governance is good business.


<<NEXT PAGE CLICK>>
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For More Information:

John Hughes
ACL Consultant
jhughes(@magsys.com.au

WWW.Mmagsys.com.au

Mob: 0412 200372
Tel: (02) 4869 5098
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Thank you!



